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Regas : Mpc

* n parties
,
each with private input : Xi, . . . . ,Xn

* Want to compute a public fn Sfx . . . -→ xn ) of their
private data .
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-
-
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④a-④
d d

S-CA.x.gs) :

Parties " learn nothing more
"

about each other 's
i -puts them fcx , xn) .

→ Many types of Mpc gEFB

today : 3. PC with semi - honest security
- with honest majority ( Sl corrupt part'D)

↳ ins. . theoretic security .



Reep : Simulation

way to capture the notion that adv
"

Learns nothing except fkn . . .

, xn) !

If adv can simulate its view of interaction
without Gi

,
. .
. ,xn ) - only given fcx , , -→ Xn) - thenadv cannot (intuitively) have learned anything about

Hi
,
- - -

,
xn )

, apart from what fdx , , xn) leaks
.
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securityD-ef.in
An NPC protocol it securely realizes f with
semi - honest security if I srm S set.

✓ subsets CS G] w/ 14<42 and
tf inputs (x ,

,
-→
xn)

" Real
" "

Ideal
"

{ Views of partiesH:
Addition to deft from last fine : by sticking
outputs in here

,

we guarantee that parties get
right output (correctness ) .



We will see a BPC protocol . . .
* semi - honest secure
* requires honest majority (static adv)
* info theoretic security .

(Relevant vote : BGU
,
CCD

, Beaver, . . . )
For this protocol (& many

MPC protocols),
represent fn f as a circuit .

✓
will identify w/

Arithmetic ckt over finite field F. ints modp

"

÷÷÷÷÷÷÷÷:÷
Arithmetic chat over ft. circuit where gates are
+

,
*
,
and scalar - multiplications .

↳ wires carry values in ft (ie . ints mod p ) .

f- (x , ,xs , Xs) (X ,

. Xzt 10×3) . (x, t XD

Is NOTE
. All arithmeticYgg÷;f

1-
'

x .
I
.

"
x.



Useful life fact
it

If language LEP (poly Tine) then

there is a poly - sized logspace- uniform abt

dat CL s 't
.

See Arora
x E L ⇐ CLG) - O

.

and Barak
Thm 6.7

Boolean dots are arithmetic dats over ta
.

Similar result holds over larger fields .

⇒ So
, if we want to compute any

poly - time fr on data G
,

xn) in MPC
,

we can
- do so w/ an arithmetic ckt

Computation .

Can label wires in ckt from inputs to
outputs in topological order .
↳ Labeling is common to all players .



Overview of BPI "

Players
"

P,
"

Dealer
"

Po → flxyxzxs)

-O
① Correlated,random 4µF µ-

①→Kx
,,xixD

Pz

1
. Dealer sends some randomness to R

,
Pa

2
. Players D

,
and Pa run computation .

Complexity
- Communication - size of ckt computing f
-# of Comm rounds a dept of ckt

computing f.



"

Gate-by-Gate"Strat#
INPUT

additive
• Players start out holding , shares of values
on all input wires .

COMPUTATION
• Players walk through each wire of clef
in topological order

, computing shares
of that wire 's value.

OUTPUT
• Once players have shares of output wire
valve

, can publish it to learn fcx , , . . . ,xr) .

Is

Input Phase :

All parties need shares of all other parties
'

inputs

#
OR

④

OpSample random
2

[x)
,,[ x]z←r f- Other parties to

set
.

( X ? + [xy, ×
the sane . . .



Computations

Only need to handle 3 gate types
1 . Add
2

.

Mul by scalar
3

.
Mul
-

ADD Gate

CD ,
Ct]

.

↳ qq.ge?=fytzI , YTZ
OR

[y] , Ct]z

① ↳ [93517356+2] ,
Pa TT

y 2-

Notice that we get sharing of yxz since

Gtz) , > Cytz ) . - G ] , .cz,] -GT:(E] ,
=

yxz

Can add shares of zero to re randomize .



MUL by Scalar

Just multiply by constant CEF locally
GT , + Cy] , = y

cfy] ,tc[y]z= cry

⇒ can ; - Cc - y) ;

t

MUL : what doesn't work
. . .

Er addition
, parties added shares locally .

E- multiplication
, multiply locally ? Problem ?B

83
,

- CZT
,

t G)
z

- G-3. F y - z

Need y
- 2= ( Cy],t[5h ) .kz?tf23z)
= ED ,

- felt Chefs; ,

- Glitch
-



MUL

So far , the players haven't needed to communicate.

For multiplications , they do
.

For each mul gate ,
dealer sends to R

,
Pa

additive shares of rakes a,b,c c- Fl sit .

a. bsc C- F
.

So
,

P
,

has ED, 3. Cat (Edita.3)( Ed , .GS.)
R has Casa Cb] , z

s't
'

=

it Elf

known as
"

Multiplication triples
"

or
" Beaver triples

"



MUL font'd)

Y - Z

Players start out holding shares 1

Of y , I .

They want shares of y.z . ⑦
Ti

steps :

y z

1
.
For each ic. 8,23

,

Pi publishes

(d) c.
← [Di -Cali

GTi ← G- Ji -

2
. Players reconstruct

g. ← Cd]
,

t@ Ta

e ← Ce ]
,

+ (e) 2
3
. Players compute shares of yz as

[yzI. ← debt dfb]ite[a)it [Di



[y z], = deft dfb ) + e[a ] + [I

[yzI! = de# d l + efaj
.

+ Ccj
.

-

= de o (y - a) b + ( z - b) a t ab

= ( y - a) (z - b) o (y -a)b t (z - b) a tab

= y I - af -by t lab +yy-abt + fat -a/b tabs

= y z
l?
I

Where did that come from?

yE -

,

by - az + ab

i. n.T
y- a Z - b



Summary

⇒see
°
-o

1
.
Dealer Santos to players shares of
valves (a, b, c) .

. . one per gate in clot .

2
.

All parties send shares of their inputs
to R

,
Pa .

3
. Players P

,
and Pz walk through dat

gate by gate , computing shares of
internal wire valves .

Add
,
mul by scalar → no Comm

Mut → one round of Comm

4- finally, players broadcast output shores .



Security
Need to construct a simulator that outputs view

of each of 3 parties .

Dealer → Direct to simulate

Player → Output random values in F fr all
field elements up

to last set of
shares which sum to FA

,
. . -xD .

I
argue simulation is correct

,
notice that

all values broadcast are blinded by random
values (used only once)

[
Making these arguments fornal is tricky .

In malicious model
,
it's veg subtle .



Notes :
- Dealer does almost nothing .
↳ Can replace dealer w/ crypto

assumptions .

- Very cheap in computation . . -

provided that your computation has
a
"
nice

"

representation as a small ckt.

-Not malicious secure
. Why ?

-Triples - based approach generalizes to

any # of parties .


