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Plan
-

* Recap : MPC apps
* Proofs and Zk Logistics
* Linear PCB *HW 4 out now

due 10130 @ 5pm

*OH today 3- 4:30pm



Two comments on homework

1
.

On many TIF questions . . .

"

If P -- NP
,
then
-

exists !

Subtext : Does
- require computational

assumptions ?

If BNP then PRGSX
,
PRI
,
DDI
,

. . . .
.

Many ways to see this
.
One way is

that if F-NP then CIRCUIT - SAT has
a poly - time alg.
Can use dot SAT to solve blog or break

any other ow f:

x fois: sea

BUT
,
can't use cut spi to invent a random

Oracle
. . .

2
. .

On random-oracle model

In Rom
,
all parties have access to hash fn

H (modeled as R
-O .) ight

Ddr can test whether B Ms

f
's x by querying D¥sTB

↳ formally
,
aint simulate.



Recap : NPC Applications

Estonia : students & Taxes
3. PC to overcome regulatory barriers
to data sharing

Genomics : IPC to compute genomeassociation data for rare

genetic diseases

MPC overcomes data privacy
concerns

Google : IPC for business data sharing .

We did not discuss private aggregation(essentially NPC w/o *)

↳ Lots of apps we will cover soon
.
. .



Zero -knowledge Proofs

One of the most Beautiful concepts in

all of CS
.

A 2K proof is convincing but not revealing .

e. g . V is convinced that C is SAT but
"

learns nothing
" about SAT assignment.

e. g. V convinced that NEED a product of
exactly two primes to learning what

they are .



Most standard crypto classes
will cover theory of Ek proofs .

e.
g .

2-k proof systems for arbitrary
NP languages

Here
,
we will focus on concretely

efficient modern ZK proofs + applications .

We will not cover so many beautiful things
that are worth knowing . . .

IP -- PSPACE
,
GKR
,
GI protocol, . .

. -
- - -



What do we mean by
"

proof
" ?

Godwit : Convince Sorge of szmth.gg .

"

verifier " " statement
"

Examples :
"

NE E is the product of Exactly two primes
"

The Pythagorean Thin is true .

"

"

C is a dot without a satisfying assignment
"

C E CIRCUIT- VNSAT

i

i



For this class
,

we will only consider statement,
of 144$ form :

"

Arithmetic circuit C is satisfiable .
"

(one finite filed F)

Really An arithmetic circuit CiFn→F is like
a Boolean clot w/ t and * gates in tf

An ath dit C : th→ tf is satisfiable is
3- x e th s.t. CG)=0

.
.

As we saw earlier : (informally) if 5- is a poly -time
computable fu , then there's a small (poly - sia) arithmetic
act that computes f .
↳ Proof systems that can handle statements

of this form can capture all NP languages .



t¥mPz
, the product of exactly two

l- bit primes
"

( twoprimes , N I

7
⇐

Circuit Cla
.
.. . ..pe , a. . . ... get.

a"p÷÷!?
"
"

a←E "9:

} N'=p - g ez

( Output 0 if N
's N



If you want to convince your
friend that ckt C is sat

, you

just send the sat input .

Prover (C) Verifier (C)

* c- ft
"

s

4×5=0,
if so

, accept
else reject

t
"

accept
"

or
"

reject
"

Potential problem :
Verifier learns satisfying input !



ZK Proof Systems (informally )
Interaction b/w prover P and verifier V.
Let <PCD

,
Kc))

Properties :
1

. Completeness : Vsat act C
Pr fend, Vcc) > =

"

accept
"] ? 2/3 .

2
.

Soundness : tf unsay chef C f p
't

PrEp 't, Vlc) ) a.
"

accept
") E '13

.

3
.
Zero knowledge

✓
"

learns nothing
" from p

except that C is sat.

[ Formalin w/ simulation

** In particular , V does
"

not learn

anything
" about satisfying input to C .

t
DNotice : V is randomized
,



To prove NP statements in IK
,2- K Proofs generally need more complicated

Pov interaction
. - .

P V

>
<

Interaction >
<

>

t

autre 's

"

Trusted
"

setup ktn§
NIZK

,
Snark

.
. . . Pfp IPP

P v
→Will see one

example of this in
>

next class .

I

acyrg.tt#3asr
Random Oracle IT
CS Proofs

,
STARK

,
. . .

)

j
acyrej



Plan for next three classes

will try to avoid overlap w/ 6.875
,
6.857

.
. .

Today : A useful building block for modern

Zk proofs . . -
what implementations use

today .

Next week : Use the tool to construct
.
. .

Succinct 2- K Proofs
t

Idea : Convince verifier that ckt C
Has a satisfying input where V
runs in less time than needed
to evaluate clot.

Zk Proofs on Secret - Shared Data
tf

Idea : P convinces set of parties that
they hold shares of satisfying
assignment to clot C .

↳ We'll see plications



Linear PCPS Ikoot
,
BCIOPI} . .-

* A big to construct ZK proofs .
* Once you have a good LPCP

,

can
"

compile it " into various types of 2K
proof systems .

↳ Enormously fruitful strategy used of late.

In a normal proof interaction :

1) P sends it to V
.

2) V reads IT
.

3) V accepts ) rejects

In a LPCP V cannotexpkit÷ the proof .
→ V only gets access to proof via

"

linear queries
"

1) P outputs IT
2) V makes OCD linear queries to it

3) V accepts, rejects .



Linear PCPS Ikoot
,
BCIOPI} . .-

- Prover outputs claimed sat input xefh ,
extra stiff Tet

"

- Verifier gets to mke
"

linear queries
'

to CXHIT

Interaction b/w Provo and Verifier is
. . .

Prover \q
× IT g#

Ntm

of ffpntm

of 1a - skint, g)set
V

"accept " or " reject"



Linear Pcps In practice,
we also care abnt

( time to construct
1

. Completeness . a-
IT

IS CG) - O then At S.t.

Pr [V'
" ""'

1) =
"

accept
" ] 343 .

2
.
Soundness

.

If C is Unisa then t HTT'T

pr[✓
'

'
"" "* 4) = " accept

" ) s '13
.

3
.
Honest Verifier Zero knowledge .

F Simulator Sim S.t.

{ V's view in

{ intersession .:c! ) :{ Sima }



How you construct linear PCB is

not so important .

Key thing to remember : CGGPRB
,
. . .
.

If C is a ckt over It of
size S

,
then there is a

linear PCP for C in which :

* V makes 4 queries
* proof has size OCS)

.

HFI >> s)

why this is surprising
:

Verifier in linear PCP gets only
A field elements worth of info about

input x and proof IT.
And yet, V is able to tell

"

good "xs
from bad ones whip .



If we have time
. . .

Construction of 1- PCP 1h12)
1. Evaluate C on SAT input .

It
5- (2) g(2)

*¥÷::÷÷÷÷:
gain. Ima:*'s:*.

"

to ith mul gate l l lh s f -

g

3
. Proof is Coe of §g,h)

×
' 42 ×3

To check proof :
* f
, g

are consistent with inputs
* output Chem K2)) is OEF } One linear
* internal t gates and * constant gates query

* ft) #glr) - ht) at random ref} Three linen
queries

→ (To get -2k
,
set ftp.glo) to random values)



Linear Checks
x E ) og l h

ECD - x , = O
5- (2) - Xa = O

31¥, E. o } Idea : ootamksinmarandomneteinew
equations and cheah
that it is so.

90
Together, these checks

echo ontshhe boundary M
#
• • O

x

Mul Checks
x E ) og l h

-

Each poly eval I r r- rs - - -

is one linen guy . =hk)



Properties
completeness : By construction

.

Soundness : C is UNSAT
.

→ for any xeftn , CG) # O .

Either 412) # O or some + gate
computed incorrectly
↳ tin cheek fails

7 some i sit
. ft) - glitch

Then f.g # h ⇒ often Sir) -gt) # Hr)
↳ Mul check fails

By Schwartz - Zippel

HVZK : If SID
,
glo) chosen at random

,

then if refl, . . . . , 143
, query answers

are just random elms of Nfl loan) .



Big Picture

Linear PCB : Strange type of

proof in which V

gets restricted access

to proof .

→ we will see two nice applications
in next two lectures

.


