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Plan
-

* Recap : Preliminaries

* PIR : what it is
, why it's amazing

* Stretch break

* Constructions
- Two -server PIR
- One - server PIR

Logistics
* HWI due this Friday 9/18 a spin Boston

via Grodescope↳ you must use Latex template
* OH : W 3 - 4:30pm on Zoom (link on Piazza)

* Please give feedback on psets
* Anonymous feedback form



Recap : fundamental Primitives
switching 6mm counter mode immediate
→ → -

PRB PRE PRGS Owfs
- - -
Luby - Rakoff GGM G. L .

,
HILL

(feasted tree

→ All imply each other
.

→ None imply key exchange .

If P -- NP
,
none exist.'

. If P # NP
, ?

Asymptotic view :

security parameter 1
efficient - poly
small = reglet)

Concrete view

efficient = runs on your computer in

reasonable time budget
Small s 2-128 .



← Adopted from talkA
"

perfect
"

research result by Dan Spielman ,
t who adopted it from
1) Has a beautiful theory someone else II think)

2) Works in practice
3) Solves a problem that people care about

.

⇒ Its a rare piece of work that meets
this rubric .

But aim high .

today
- One of my favorite

"

almost perfect
"

ideas
in crypto .
- Lots of activity , more ongoing even today .
↳ Will cover recent results next week .

- A classic crypto result : seems impossible, then
is simple .

Bad news : for reasons we'll see
,
its not

quite practical yet.



Private Information Retrieval
-

Every day on
the Internet

PIta -

Server
Client



Examples
⑦ DN

⑦¥751.152

TLD name serve

for .edu

②

(article about fever>
--

WebMD

③ Many more. - - -

- Searching Google
- Looking news articles
- fetching data from social netrin networks
- Looking for Airbnb properties

Notice : The clients' query can be sensitive !
It can leak :

- whet website you're visiting
-

your health conditions
-

your travel plans
I political interests↳

Today , Seher learns all of these things



your sensitive your sensitive

EPIr ←¥m→T t
Evil website

-
Question :

"

can you query a database
without the database learning
you query ?

"

Trivial answer :
" Yes

, just download the
entire database .

"

↳ DB Sara doesn't learn your
query .

Still
,
this is unsatisfying .

Let's ask a better question . . .
-



Better Question :
u

Can you query a database
without the database learning
you query . . .

With communication sublinear in the" '

database size?
-

Answer : Unconditionally
,
no . CCGKS '95]

We won't prove
this
,
but there is

a clean info . theoretic argument in the

original PIR paper.

What do we do when
we are stuck in life ?

d ↳
Option Option

Change the model . Make assumptions ?
(Ron

,
etc)

What if we have Under basic
"

public - key
"

two non - colluding assumptions (DDH, Pattie,
copies of the DB ? Can build non-trivial

PIR w/ I sever⑦ ③
"

single -server PIR
"

"

two -

server PIR
"

[Kush- levitz &

CCGKS 95) Ostrovsky
'97]

Mk - server PIR uses k DB replicas)



Two-seater
Motel

Server O serve I

x. f
"

em, Pk ear
- -

9

O
→ t lic.cn] a
→ Xie 10,13Client

Important ? Security only holds if serves
do not collude fi - e .

.
one of the

two serves is honest
.

Non - essential simplifications
* DB is an array of bits (can extend to

handle longer rows)

* DB lookup is by index Can implement a
key - value map)
( later this week



M¥14 :

Two - server PIR consists of three eff algs :

Query (Iii) → (go , 9.)
Answer (x, q) → a
Reconstruct lao

,
a.) → xi

Properties
⑦ Correctness : Client gets the bit it wants

.

V. new
,
V-ic.cn )

,
V-xc.IO

, B
"

Pr [Reconstruct↳a.) = , :(9. 9.)←Quest,
i)
it

② No single sewer learns anything about clients bit
.

v. new visions
, YrcfzgkEpEaI

{ 9ps : 190,9 ,
)← Query (Iii ) } 419 , :(a ,a.)c- Quest :D)

Non - collusion is captured by our requirement that
the marginal distributions are insist

.

→ In info - theoretic setting (explain) ,
la
. ,q .)

will leak secret index i
.



Dodo@Bob
BosioB



Two- server PIR scheme with Otr) communication
.

t

{ Already very
Idea : View database as nontrivial

.

a matrix in ⇒
rnxrn

.

A Da
r 9

Client wants to read bit (i, ;) c- Gn]xfrn]

am's

:::::÷÷÷÷÷÷i÷÷÷÷÷Answer (x , 9) → X. go

Reconstruct Cao , 9, ) → (aot a ,)
;

- Xi;
[ Select value
from ith position



⑦ Correctness
.

a'ota ,

= #go + X9
, ) ;

= * Cao's 9D) i
= Heli
- Xi ;

✓

② Security
90 is a uniform random nectar
(independent of fist.
↳ Same for g . .

✓
Notice : No computation assumptions here ?M!9

Efficiency : Upload : 2in bits
-

Download : 4Th bits
.

⇒ Total : 4Th bits
.

✓



Single-sex
Linearly homeomorphic encryption scheme :

ECK , mo) + C- (k , m , ) - Elk , motm .)
w

[
Can build from QR, DDA, LWE, . . . .

mod 2
"

Iya : Client sends encryption of its goryvector rather than using secret sharing.

Elk,e;) - ( Elk ,0) . . . ..EC/sD,ECB01....DiiDeCrn50.9- rnxrn

↳ ta a PIXEL
,

K←K
#

Output g.← (Delk,aD ,

← X -

q

= Deeds Enclk, I;))
= X - Enclk , e ;)

=

. I :÷:"in:*:
Communion: 2in ciphertext . cBipI¥¥7



Kush .- levite &Reducirythecommunicat.io# Ostrovsky -97

Let's look more closely at our PIR scheme ...
U

= Df )
ECK,o)

""" ll
.!. )

s
- .

t f
" '

Hooters
--

↳
Client throws away all
but one of the responses

!

Idea : View answer to query as

another database and run
a second PIN on this DB

.



* ! ) }n4 '
EY EY

"

o
Mi%

§£
#

n

'"

¥phn"'

Communication fell to n
.

I n
"
?

is-

n'b④ ① ④
Then re curse?



The only catch is that each

step of the recursion
n bits→ Tn ciphers .

Under" reasonable " assumptions for takes 254
"
"
time)

,

get 201M¥) communication
.

↳ With more esoteric cryptosystems,
(Based on Phi - hiding,barnyard - Jirik) ,

can

drop Comm cost to polylogln ) .



State of the art in PIR
* Two - server PIR

Estimation.pt?agorgtsig-n0TA=noHl
↳ Do better schemes exist? With gegen) comm. ?

Computational - O ( I login)✓ Boyle speaking
(BI , Gilboa , Isha: 2015) here next week ?

↳ Requires only PRG s
. Concretely quite efficient.

* Single - server PIN

poly log In) communication - from QR
,
DDA
,
LWE
,
.. . - -

Karen'sd.Miceli
,
Statler '99

, lipma
'

OS
,
. . . )



Computational Efficiency in PIR
t

In all above schemes
,

the servers run in

time linear in the DB size .

⇒ Linear DB scan per query .

For certain
"

natural
"

PIR schemes
,

this
limitation is inherent . (Beirut

,
Isha

,
Malkin

' 04)

→ We will see some ways ←
to reduce the computation
cost at the servers.


