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Recap :
PIR by keywords .
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Bottom Line : Cost of PIR by keywords
=

Cost of normal PIN

Approach : HIhgnntziain.is#agtsom..4en9co9Yi:::nn:}



Recap : Batch PIR
to sane DB

←
Idea : Answer g queries at server -site

cost of answering 1 query .

Observation :

0 HIM
I =/ / 9%1934
n n} FISH
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1- query to DB q queries to DB of
of size n Siu Hyo -

strategy : If client wants to make q genes,
partition DB into g chunks at

random .

As long as clients
'

desired bits fall
in diff chunks ⇒ can recover.

⇒ A little more work gets correctness
w/ all but red prob .



Server - Side Computation in PIR
t

BIM
'

04 : If PIR serves stone DB
in original form , servers must

probe every DB bit in

responding to client 's query .

Intuition : Servers don't touch bit it
⇒ Client is probably not

reading bit it
[Takes some work to[make precise .

How to get around ?

I
. Batching : Amortize cost of linear

scan over many queries .

2 . Preprocessing : Server does linear scan
in on preprocessing phase .

↳ per client ( today) - offline tontine
↳ Per database (HW) -

" PIR w/ Preprocessing
"

⇒ Active area of research - ⇐
Lots to do still . . .



Offline -Online PIR with D. Kogan)
↳ will discuss two -save setting . . .

also
makes sense in single -save setting

Idea : Push heavy work to an offline
phase . . . takes place before client even
knows which DB element it wants

→ Push heavy linear scan to a more

convenient time (out of critical path)

→ Servers can still store DB in unmodified form
↳ Other approaches that you'll see on HW
blow up server storage

n - bit DB → n' - bit preprocessed
data structure
-
{Nice open Qs here
on whether it's

possible to avoid

Notation : 814ns) = qq.p.ly/og1nyg
these blowups
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Will present a two -server scheme
with computational security (PRG)

Comm Etf)
ontine time 8Wh)

Yn:÷÷?a÷akt§f⇒BII.ms#EasomJitnn
⇒ This Tn scheme is optimal art .

these parameters.

* Can get info - theoretic security .
* Can get perfect correctness } Semen

, pafffj.ee
* Can reduce client running time . extensions

.

* Can reduce online communication.

i
'
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OFFLINE fthiwk : overnight batch job)

"

Left
" "

Right
'¥H÷÷÷÷÷.t÷Jfk) bits

t
na.

ONLINE (think : when you browse web)

iii¥9Jfk) bitsiefn)→ →x; C- 90,13
hint



PIR Security & correctness properties are

as before .

.

Construction : Offline Phase
-

② Server sends parity of DB bits

① in each get

fxeso.in/ hi ? Ej, Xe
mod 2

:

✓↳Efe mod 2

① Choose a
n

s

compress inspired. randomness)random partition 0
of El, . . . ,n3 into f f
sets N

ears" "SEE" rn
. Chs;

③ catmints#7. "hint
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Construction : Online Phase

J
⑦ find set Sj sit. e- Sj.
② asanas":
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How client constructs S
"

. . .

rn - I
Fip a coin 4 Reads

'

f [It)
↳ If heads

,
choose random its;) { i3
-

set s's- Sisi 's
Output

"

tail?

↳ Ifta ,
set S

'
← Sjl { i } .

Why this works
. . .

Correctness : with probability I - Reads Itp . . .

S's S
; I { if , so client outputs
h ; ⑦ ask.G.ie/tfEXelmodDlES'=eesfXe/tYee&Xe/tXi(mod 2)

= Xi .

⇒ Scheme fails up . Tfn .
Repeat the whole thing 1 times in parallel to
ensure that 1 execution succeed up . >I. s

.
1-2
'?



Security
(Left server)
t

sees only the random partition Si
,
.
..

,
Sn

↳ independent of client's index i ✓
(Rightseventh
claim : set s

'
is a set of rn- l random

elements chosen woo
. replacement from Cn] .

Here is one (funny) way to sample a set s
'

of Tn - l random elements from Cn] .

n.
Isc

+¥' / yes up . Tf

L u

na:÷÷÷s÷÷. :÷÷÷÷:÷
This is exactly how client constructs S

'

⇒ s
'

is a random set
, indep of i

.

⇒Info theoretic security



Efficiency
-

* Need to repeat 1 times to drive
failure prob → 0

.

* Offline cost
Server time : In random reads
Comm : upload : I PRG Seed

dnload : Irn parity bits
Storage '

- Arn parity bits ' seed

* Online time
Server : Arn random reads
Comm : Xfm bits ← can reduce to

Client time : ??? pdytt , lgn)

( Not clear how
to reduce .

Standard PIN server nk XORS our DB
in linear scan

0$12 PIR offline sewer In Xors in random
order

→ - 128in cost b/c of A
→ - tox cost % of random reads



Extensions
-

- Can whine for many subsequent
online queries (requires tweaks)

⇒ Amortized server cost after g genies

847-+8 (rn) → 8th) for
9g large .

- Works in single -server setting



OFFLINE
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Idea : Offline phase
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hint

ONLINE
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hint N



Moral of the story :

1
.

Can reduce online server time

in PIR using preprocessing .
↳ still new things to say about an

old problem .

2
.
Still not dear whether these

techniques will work in practice
at scale.

3
. Competition is no privacy .

↳ How can we ever outperform that ?
r
This is the important question
to think about as you are

working on crypto + privacy tech.


