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Simple PIR from DPFs
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+ Very efficient , in both Comm & comp .
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Note : This DPF - based PIR scheme

immediately gives a scheme for
PIR by keywords
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Induction Proof by Picture
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Correctness : follows by scrutinizing the construction .
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Application : Private Statistics
.

Each client (web browser) has a hone page .Mozilla wants to know
"Which homepages are

most popular ?
"

↳ without learning any user's homepage.
Can solve this type of problems with pretty
good concrete efficiency using Dpfs in the
two - sever setting .
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Later on
, we will see how to formalize

security for these multiparty protocols .

Informally
,
want
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answer.
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more than popular
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warm-Up : Mozilla wants to know
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More interesting case: Mozilla does not

have a guess of popular URL in advance
.

Idea : for each prefix length left, . . . . ,n3,
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run the known -string protocol we

just saw .

Mozilla asks a series of adaptive questions .
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How many clients have homepages starting
with 0 ? With 1 ?
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Prune search space when
you encounter

non - popular prefixes .

I Can find all strings that > 1% of
clients hold in tin linen in # clients
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Catch : Leakage of prefix counts
.
Makes

the security lleakage story a bit
messy & unsatisfying.


